CAMBRIDGE

REGIONAL COLLEGE
GREAT CAREERS START HERE

Minutes of the Audit and Risk Committee held on 16" March 2023 5pm

Present

In attendance

Virtual meeting
MINUTES

Neil Hunter [Chair]
Tim Waller
Louise Armstrong

Stephen Jones, Deputy Principal
Corrin Hoyes, Assistant Principal
Fiona Roe, TIAA

Zack Furlong, TIAA

Clerk Emily Baldwin
1.1 | Apologies for There were no apologies for absence.
absence
1.2 | Declaration of There were no declarations of interest.
Interests
1.3 | Matters that are There were no confidential matters that the auditors or committee members
confidential wished to raise.
1.4 | Minutes of the The minutes were agreed to be a true record of the meeting.
meeting held on
29" November
2022 and matters
arising
2.1 | a) Risk Register S Jones introduced the Risk Register. He explained the process for updating

review

b) Risk
Management
policy

the Risk Register internally. He updated the Committee on the key changes
made since the last Committee meeting. Some of the financial risk scores had
increased slightly, for example on apprenticeship income.

The internal auditors were asked for their view on the Risk Register. They
agreed that the Risk Register seemed reasonable but were currently
undertaking comparative work with other colleges and would report back to the
Committee on their findings.

The Committee asked if risks were added inbetween meetings. S Jones
confirmed this was the case as it was a fluid document that was used as a
management tool. Governors noted that more control measures and actions
had been added to the HR risks following the last meeting. Budget holder
training had also taken place.

Governors said that some of the actions had been worded as outcomes, and
needed to be made more action-oriented.
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Governors were satisfied that the governance underpinning the risk register
was strong. They were also satisfied that actions were being put in place for
those risks which remained high.

Governors went on to discuss the amended Risk Management policy. They
recommended that reference to the student experience be added to the Risk
Appetite statement. They also asked that reference be made to the fact that
net red risks exceeded the risk appetite and would therefore be reported to
Corporation.

Subject to these changes being made, the Committee recommended the Risk
Management Policy to Corporation for approval.

2.2

Assurance
framework -
example

E Baldwin introduced the suggested template for an assurance framework.

The Committee welcomed the framework which they agreed would be a very
useful tool for the Committee, and would help direct internal audit work. When
completed, the internal auditors would be asked to conduct an audit of the
framework, which would involve a review of the assurance areas and a
sampling of some of the assurance areas.

The Committee agreed that the framework was clear and appeared
comprehensive. They said it would benefit from the following:

- For external assurances, add whether these are ongoing or one-off
reviews
- Make reference to areas where there are net red risks

3.1

Internal audit —
bursary processes

Z Furlong introduced the bursaries audit report. It was noted that the report
was still in draft form as it did not include management responses.

Overall the report gave reasonable assurance, and none of the
recommendations were in the highest risk category. The Committee asked for
clarification on the funding source for bursaries which was noted as the ESFA.
It was in the College’s best interests for the bursaries to be well used for the
benefit of students.

The Committee noted that it appeared the College was balancing funding with
use of the bursaries at an appropriate level. They asked that the report give
more information on what targeted measures could be put in place to promote
the use of the fund. It was noted that the ESFA guidance had some more
information on this.

The report drew attention to two errors in student records. The Committee
asked for recommendations to be included in the final report on how the
control measures could be improved to prevent future errors. This could
include adhoc quality checks.

It was noted that an updated report with management actions would be
brought to the next Committee meeting.
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3.2 | Progress report on | S Jones introduced the report on outstanding audit recommendations.
outstanding audit
recommendations | The Committee noted the two overdue actions. With regards to the overdue
action on learner IDs, it was noted that this was largely historical. However, it
was agreed that S Jones should check that there were no students currently in
the College who had not had their IDs appropriately checked, before removing
the action from the tracker.
The overdue action on work experience was ongoing and would be followed
up.
The Committee noted the actions that were marked as complete and would be
removed from the tracker.
3.3 | Internal audit The Committee noted that the internal audit plan was progressing to schedule.
schedule 2022/23
— progress report
4.2 | Data protection C Hoyes joined the meeting.

update

C Hoyes introduced the annual GDPR monitoring report. She updated the
Committee on how the College had ensured it complied with all GDPR
requirements.

The number of data breaches was reducing. None of the breaches were
reportable to the ICO. The College had continued to see a rise in the number
of data subject requests which had been dealt with in accordance with College
policy. The report detailed the training given to staff on data protection.

C Hoyes detailed two priorities for 2022/23 — improvements to staff training
and managing any issues as a result of the growth of international delivery.

Governors asked for clarification on the process for deciding whether to report
a data breach. C Hoyes explained there was a panel that met to agree next
steps. The ICO had been contacted in the past for advice, so the panel were
now familiar with what the appropriate action should be. It was advised that
future reports should include a narrative on why it was not considered
necessary to report any particular breach.

Governors asked if training on data protection was mandatory. C Hoyes
confirmed this was the case and there was follow-up training for staff who
breached any data protection policies.

Governors asked if the College was required to report to any other parties in
the event of data breaches. It was noted that there may be some cases where
it is necessary to report to a bank. C Hoyes confirmed that this was reflected in
the data breach procedure.

Governors asked whether the College had data exporting agreements in place.
C Hoyes said the first priority was to limit data processing where possible. The
College ensured it had the rights contracts in place. It was important to have
tight controls in place if there was a supply chain. Most of the data was
entering the College, rather than being exported.
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The Committee welcomed the report which was comprehensive and clear. It
was an important area for the College, and the Committee could take much
assurance from the report which showed that the College was compliant with
GDPR, that data access requests were being dealt with in a timely manner and
that training seemed effective.

4.1

FE Commissioner
report

S Jones introduced the final FE Commissioner report. All recommendations had
now been implemented. The systems review was a continual process to ensure
efficiency and best practice.

The FE Commissioner would be undertaking a curriculum efficiency review at
the request of the College, and would be reported back to the Committee.

The Committee noted the report.

4.3

Cyber fraud
report/self-
assessment

S Jones introduced the report on cyber fraud.
The report set out the controls and management of risk involved in cyber-fraud.

The report detailed the College’s cyber insurance arrangements and staff
training and development. S Jones explained that the College had achieved
Cyber Essential accreditation which was a voluntary self-assessment.

The Committee asked about the take-up of cyber fraud training. It was
mandatory as part of staff induction. Random phishing exercises were
undertaken throughout the year and additional training given to any staff
members who failed. Phishing emails were developed by an external company
and the content was limited to only three members of staff. The Committee
asked to see the results of the next phishing exercise.

Governors asked about how sub-contractors involved in the College systems
were monitored. S Jones said the Head of IT closely monitored any sub-
contractors and ensured they did not introduce any vulnerabilities into the
system.

The Committee agreed it was a very comprehensive report and Governors could
take a high level of assurance regarding the College’s controls in the area.

L Armstrong left the meeting

5.1

Financial
regulations

S Jones introduced the updated Financial Regulations. It was noted that they
had also been reviewed by the F&R Committee.

The Committee agreed that the changes seemed reasonable.
The internal auditors confirmed that they were content with the Financial
Regulations which appeared appropriate. They agreed to make note of this in

their annual audit report.

The Committee asked for their thanks to be conveyed to N Cassidy for such a
comprehensive review.

The Committee agreed to recommend the Financial Regulations to
Corporation.

Page 4 of 5




52

Any other business
— fraud incidents

There are no recorded or alleged frauds at the College.
The internal auditors left the meeting.

A confidential item was taken which is minuted separately.

There was no other business and the meeting ended at 7:10pm.
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